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Marketplace scams represent a $50+ billion scourge on our economy that impacts one in 
four households and one in five individuals each year.

According to the FTC, in 2020:

• Nationally there was 3.3 billion in total reported fraud losses
• Delaware was #2 in fraud reports
• Consumers aged 20-29 lost money in 44% of reports

and in 2021:

• Nationally there was 5.9 billion in total reported fraud losses
• Delaware was #3 in fraud reports
• 25% of victims in total who reported a scam actually lost money
• 41% of consumers aged 20-29 who reported a scam actually lost money
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Who are the 
victims?

How much 
are they 
losing?
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But guess what?  
Scammers saw 
those headlines, too.

Lots of new 
adopters: 
• Lack of familiarity 

with how crypto 
works

No bank or other 
centralized authority:

• Nobody to 
Flag 
Suspicious 
Transactions

• Irreversible 
Transactions
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Source: Anderson, Keith B., To Whom Do Victims of Mass-Market Consumer Fraud Complain? (May 24, 2021). Available at 
SSRN: https://ssrn.com/abstract=3852323 or http://dx.doi.org/10.2139/ssrn.3852323

Less than 3 percent of victims complained to a government entity. Somewhat more than half 
of these – 1.5 percent of victims – complained to a local authority – the local police or a local 
consumer agency. Less than 1 percent complained to a state Attorney General or other state 
authority or to a federal agency. Just over 2 percent of victims reported having complained 
to a Better Business Bureau. Together, 4.8 percent of victims complained to a BBB or to a 
government agency.

Wait, the problem is how big?

So 728 million in the first 6 months of 2022 could be only 1/20 of the true scope 
of losses. 

Man, this guys really loves his slide show transitions, amiright?

https://ssrn.com/abstract=3852323
https://dx.doi.org/10.2139/ssrn.3852323
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So what are we talking about today?

• Crypto Investment Scams
• Crypto Social Engineering Scams
• Crypto Hacking Scams
• Other

But first, like 5 minutes of “What is Cryptocurrency”



Cryptocurrency 101

$1,204

a. What is Cryptocurrency?
b. What are NFTs?
c. What is a “scam” in this context?  Isn’t all 

Cryptocurrency a Ponzi?
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Cryptocurrency Investment Scams are not new . . .
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But FOMO and Hype are real.



Q: Wait what if they’re not scams!  
A:  They could still be Pump-and-Dump scams: 
(Crypto “Penny” Stocks, aka “Rug Pulls”)

Promoters talk up a company that is allegedly 
working on a cryptocurrency idea, and try to push 
you into purchasing stock/coins to pump up the 

value and sell at a profit.
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Even if they’re not always 
sophisticated . . .
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Never 
underestimate 
the power of a 
referral:
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And speaking of 
Insta, this 
happened this 
April:
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Typo squatting: alive and well in the Crypto World
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And let’s talk about this:
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What else is new . . .

Cross Blockchain Bridge Hacking

&

Exchange Data Breach
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What else is new . . .

Pig-Butchering

OINK!
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ICO Scams
Pump-and-Dump
Rug Pulls/Exit Scams
Air Drop Scams
Re-targeting victims (“we can get your coins back”)
Cross Blockchain Bridge Hacking
Fake Crypto Services
Advance-fee scams
NFT Price Manipulation (“sold” between my own wallets)
Pig-Butchering 

Plus other Phishing, Romance, and hands-on get-rich-quick crypto schemes

Wow that’s a lot.  Let’s pause for any specific questions about:
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Non-Monetary Losses of Fraud and Scam
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Let’s talk 
about 
Reviews!
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Still 
trustworthy 
after 25+ 
complaints!



Learning About Fraud

Pass it on!



What is BBB?
• Non-profit organization
• Began in 1912
• BBB locations throughout U.S., Canada & even one in Mexico

Mission 
To be the leader in advancing marketplace trust. We do this 
by:

• Setting standards for marketplace trust
• Encouraging and supporting best practices by engaging with and 

educating consumers and businesses
• Celebrating marketplace role models
• Calling out and addressing substandard marketplace behavior
• Creating a community of trustworthy businesses



Thank you for your time and attention!

Any Questions?

Jon Bell
jbell@delaware.bbb.org
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